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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the illegal copy of 
software by providing the setting right of password number 
on the side of system and preventing the contents of 
password number from being opened for users by providing 
specified password numbers on the sides of both a storage 
medium for storing the software and a hardware to install the 
software and confirming the coincidence of password 
numbers on both the sides at the time of install. 
SOLUTION: When installing an application program(AP) in the 
case of executing application processing based on an AP, 
first of all, the coincidence between the password number 
previously stored in a password storage memory 6 and the 
password number previously set on the side of that AP is 
confirmed by a CPU 2 and when the coincidence is 
confirmed, application processing is continued by judging the 
user regular but when the password numbers are not 
coincident, an illegal copy message is displayed on a display 
device 5 by judging illegal copy so that application processing 
can be stopped. 




3 * \ 






J* 8 




1 

I l 
f H f$ ti- $1 



http://wwwl9apdlinpit.gojp/PAl/result/detaiymain/wLDEk7aDA410187433Pl.htm 



(19)0#H#fff/r (JP) (12) & g| i^f =^ ^ $g (A) <ll)ttfWHR&W#ff 

$5W*R0- 187433 

(43) 0 ¥f£l0ip(1998) 7 £21 0 



(51) IntCL 6 




F I 


G 0 6 F 9/06 


5 5 0 


G 0 6 F 9/06 5 5 0 H 


12/14 


3 2 0 


12/14 3 2 0 F 


// G 0 6 F 15/00 


3 3 0 


15/00 3 3 0 C 








(21)fflgg#^ 


W^¥8- 348890 


(71) tHHA 000001443 








(22>fflKH 


¥^8^(1996) 12^26 3 








mwm mm m& 


















(74)^aA s«> Wl*) 



(54) [»w<o*»] m^mmRum^mfc 



(57) [35ft] 

LXV7 h^^Tto^jE^t-^KJhi-^r i-efcSo 

ih-fSo 




y^2 



'V 




^ 6 



A/ 



« ► 



V 7 



8 



> 



(2) 

1 

ftf|ET7°y $r~$/a y^a y*7 A^trrSfc 

7 7° y v- 3 ?y A £ fbfc @*CDHf SEffi 

& fit >t fc r t & m% t-tz n.i-rm a 

ffL, 20 
St, 

pufST7°y ^-y 3 y^p^7A?:fii]iigiLfci 

-S Lfc#frtt, Hff&ftflf S^tSS-t 5 tit tfltflEi* 
BE7 7 -f^SriSiU JUPt HHulBT^y 7— -> 3 y7°p 

[ ift&K 3 ] 3 y ifa - * iSHfr "Wf ^ 5 A 
«Lfc|BtiffifrT-fcoT s 

r 7° y fr - 3 y :/ p ^ 5 ^ & mn -t z> mz % s 7 s 

y 7--; I/ a ^-fo^yM^m'M^iHtcm^nVsWmm 
fc, FJf^fB'tft#IS:t^«^ti^g|^-W[lf|I|ffgt SrflR 

2> r t £ i 5 , a®T7°y 7-—>3 y7"o^'7A# 
iEffi co t ^5 W\t 5 fc * cd 3 y f 3. - * #Hfr 40 

r. CD WJ<7>S*, MIBT 7° y <7-y 3 y 7°p V 7 AflSiE 

3 yy°X3 >fy ACD^T£8±-f"3fcJ6<»=iy t°3. — 

£-&&7° o y* 7 A £&ijft Lfc d £ 1 1 Z> MOW 

fro 

[ §9*31 4 ] a y tT 3, - y #5 ^ffnrt&fc 7° P y 7A^fe 
T 7jj ^-.>g^o^5A«:**JKlfi»L*:K^ Sf 50 



10-187433 

2 

£cDfB'»¥Ic[-fBtt SttfcBf IE 7 r -Y ^©^MStKHufB 
y 7°y >T— ^ a >7°p ^7 A(C[l|#©HttE'lf$Ri iSc 
^fi^i-Sfcft©3yt o ^-^^||ffBj||^7 0 a7*7A 

SE7 7 A frZmix L, W|!$(-MfBT 7° y 7"- -> 3 >7°p 

tx-ovT^ttryy t--->3 ^7°p ^7^4-^ff-rs 

Sr^tr 7" p ^ 7 A Srfttt Lfc ^ t fc -f 5 Klttt 

fro 

[?§s>icDW-a^^] 
[0001] 

IE 3 t - ■& pj±t 5 S^-USS tMBlffilfr P M 1" 5 o 

[0 0 0 2] 

[^*CDji#fl ^*CDT7°y 7--->3 y/o^A^ 

y7 h r>^T5r-r h-^LTfWt53yfi-^ 
->77A(C*3^T, ^<DVy h 7^Tcn^FiE3 f— ^rlffi 

©y7 h *jx-7<r>4 s y7. h—^lz-fXf—fjxfcD 

®77 h 73i7cD^ lE^^. — )f~CD^ 

[0 0 0 3] 

-7 ^ y - 7 ^ x ^ X (IHt EES ^\ i y K ^ - f 5 - cd f 

[0 0 0 4] -fjifc*,, 7X^-7^^«ft77 
- v -y h ^CD* £f&©7 -< ^ ^ C => tT- LTSM7V 

(CJ; IJ V7 h 73:7<?M y^ I — /t'&'fTO - t li^MT 5 
[0 0 0 5] r (Dfcfc, _hfB^*<7)^IE3 h°-^il:*fe 

[0 0 0 6] fr^^CD^Mfi, yy h 7^T^fMfti-5 



[0 0 0 7] 

p^^^tcilgjfe^nsa^ Rf SEtt « £ ^ ft L/cPg 

EflMHBit^a t v WEr^y >^ o p 

y D y^-— > 3 y/p ^7^^iE^<7)t^*^^WJi" 

7 a u jfyj±tfjEtm h (D-r*^ t mm s tLfc*^f±, ms 

fti:, &mittzZ.k%WmkLX\<^ 0 

[0008] ifjot, y*7 h ^^rsrlMfli-aiBia 

£1fiPS £ is * t A « ^Wfc-frT^- if- d f±Bffffi##(0 

[0 0 0 9] M5ttJl2fa*^?^i'i, 77°!i^v/3> 
$&£#U :f)7^!)^^3^p^7^^)BW 

BEflWRtjftis-raBt mm^B\tir^m7 7^^^ 
br xy m a a w (7) sr mirr z> m&mm^& 

[ooio] ifjot, V7 h ^^rftij-e#£^p^fiH 

H# t , BrRiE^ *yi?fe77?% mfcf 6 f£ X h n , 

mcmm^&AJji-z^k&mMMkisX, ^lE^t 0 



(3) 10-187433 

4 

-SttfcTV°y tr—i/a y7°u *fy A(Df\m&\%±ir6 

[0 0 11] 

[0012] l ©HJfetD^SI) H i ~H 3 
[0 0 13] »*SrttWi-a. 

10 [0014] BUt ^KOitoil^nyt^- 

?^r^ i ^s§pi#j^^*t"^p s/^ia"Cfc5 0 

lan-fcv^t, pytWWAlft CPU 2, 

R AM4 N S*^B5, RSSEftiW^^y 
6 , fEtSSB 7 RrffiEttfflEft: 8 i D tto3c S JlT* 

[0 0 15] CPU (Central Processing Unit ) 2 

a > wattle 7 i-tatt S tiX ^ 5 v^x A p ^ 5 A &Tf 

SS^7Ai^jst6#i7yy^^3y/p^7 

20 AM 4 ft (?)@>^ L/fe^7°P ^7 ^ WlliW^* A 
*^E3^bA^$^^fra^B^fc^V^^lx-3 ? ?rRA 

M4fti:*ftU ^(DAMv^RWAJdT-Pfcl&^X 
fa«Sfi7rt{i^LfcT^y ^r-yay^P^AII 

IMftl-SfcttK:, »ai5(^t^ 0 LT, R 
AM4 CUftLfcWftSrA^SI 3 ^feA^J^ § 

it 6 tans B 7 rt«)«#*K«#i-5o 

[0 0 16] ifc, CPU2I1 f»t677 c 5^^ 
3 y7°P?7A[^< 77^^73 >-M®^*ff*t 
30 771 >{r— > 3 77 0 P^7AfM >X h—jU 

%k, Z(DT7 C V >7v ?7 J*Mi^hbmfe£ 

[0 0 17] A^i3ft *-y^*-, ft^A*^ 
40 ^SrCPU2tttt*"r« 0 

[0 0 18] RAM (Random Acccsss Memory ) 4(1, 

C PU 2 fcj; »9 toa^tiS^a ^7^f-^ £ -p#w 

tftHtti-a^^y^yTSr^i-So ^sis^, c 

RT (Cathode Ray Tube) ^K«t OfllfifcStl, CPU2 

^bA^£ft5S*x~^£**1-& t fc JifOC 
PU2i:j; i')%ft£tlZ>T7°}) ^v/syMCPlLt 

[ 0 0 l 9 ] Bf f£^«y ^1)6(1 775/^^!if 
50 J: TQMf&Zfrh, Jifac PU2ti077 P !J ^r — iy a y 



(4) 



1¥ 10-187433 



ami* £ ti a m t # hs * *x a &# * t- 5 „ 

r (DfigWM^ D 6 tft3ttStbfcffifBE#-^l±, ^y K 

^X£^nJfc+a o 

[0 0 2 0] E«SB7I1, ^P^^A^i'W 

5* r©BB«K#8ttt±E^^^^n^9A»ty^ 10 
R^^xAtitJSI-a^aT^y >a "yfvify 

[0021] s fc, r mmMfc s i-faflrf a y°n ^9 

@ »^ * ^ l x mm ztitcm <nm%w K±tmmmw & 

[arti:i/\ 20 

[0 0 2 2] ft *Jg 1 co^Jfe^H^S/jff SrSftW-T 
a o 

[0 0 2 3] ±UCP\J 2{c£<omj£fo&Ty° ] J tr— 

y 3 yfflCo^ri 2 \c^i~y H-K^V> 

[0 0 2 4] CPU2(t Tyy^a^P^A 

-/yfafc, tf, n^y* h-^sttfcr^u ^r- 

i/3 ^7°P ^5 Afc^ ftRSS^fcUtSE#-& (XXXX 30 

•••) srtt^wL (^r^si) , mm^^y^y 

7y^'>3«ffi« (^r^S2) o 

[0 0 2 5] r ^RtliES^^ j/^T^^3 y£M 

[0 0 2 6] g]3 fc*1-ffif SES^ai ^7r^'>3 
3tSttfcBS5E## (XXXX-) SrRAM4KS|HStl 

afc, HMflMfi;**!) 6|clMft*^fcl*K#-^*:K*ffl 

L (7f>7 7 c S2 1) , ^)77°!i^3^n^7 40 
II i L Bf IiE# ^ fc * s - - Si" 6 * 36 > £ WJ 1- a (xry 

7°s2 2) 0 mm^-'&istzm&ix mm^ft 

S/^S2 4) s g| 2 0) * x y S 3tgSo 
[0 0 2 7] :<OBSK#ffiy^7r y^v-3 y*aa 



* s> *-ra. itK#*©-sfcflwasjKS*jxfc»^tt, 
fco^fcafcWftb-c\ ^FjE^ t^fc^r^^t^ 

y-fe— v>«:3t^B 5tS^t5 (^7^S5) « 
[0 0 2 8] -tLT, 77^S 4{-jbntaT7°y ^r- 
3 y x°n ^ 7 A i 5 &M£i^7 fc 6 l^tt* 

HTlfcfi *T7°y^i/HyM^7t5 0 
[0 0 2 9] £Lba>«£ 5 fc, ^® l (O^HHtoi^m^ y 
tV-^^7AlT1t 77r7^^!i^Wj^ 

7 c y ^r-i/3 >9m&%ftirz>max ^<nmuw$hf 

^ 5 i\ fcl&S S ftfcfl&SE-g-g- 0) SSrStSf a r t f- 

y7°p y y a zmj-t a a pyt 0 a-^^> 

xx a lttl-cWBfi-a i 5tLfctft, ^1E^ if— Six 

H# BE # % <D H ft a T 7° y ^ - 3 y y° p ? y K <D % ? f 

[0030] ifjot, h^^r^^tt-raiBtt 

^*"CliSlE#-&<D— &Sr?*BJi"5 r fc T5\ PtSE#-^(7)S 
Stt^^^xxAjMiJ^fcitr^-^-^^E^ 

^T7°y ir^a^P ^^A^flJfflSrgSJhi-a - fc/p 

t5r fc^T#a D 



[0 0 3 1 ] Sfc, Hf- 

ar^irx?r^Rlfc Lfcfci5, i5H&I 

fc$rK±i-arfc^x^, ftSE#^ix#^J:aT^y 

ir— v-3 y7°n ^x Aoo^iEn tr— SrKjjt-f 5 r. fc as-e 

^a 0 

[0 0 3 2] ftib\ *n 1 ^HJfficojr^Ti^ 

-^i/77A 1 ^IMrt^tiaRtliE#^fcTy D y ^r— >g 

y ^ D p if y a * titzm 5E**is— K1- a r fc ^ i 
19, r^D^g yy D n^yA^^T^Hjfgfc tfcfc 

yfc°^-^^xxA#^iiffli-arfc^j;^^0j-efe 

[0 0 3 3] 1 ro^ttd^ffi-eji, V7 h * 



7 

[0 0 3 4] (g? 2 (^Mfe^ll) 14^16 tt, #38 

[0 0 3 5] 41% 1ft£fcR!JH-a. 

[0 0 3 6] H4tt, ^2c?^J£cof^^^yh 0 ^- 
^ i/^ f A 2 0 (DggSfM ^ ^ f 7 P ^/ ^ i t 5 0 10 
<7}g|4H:fc5V^T, ^yt^-^^rA2 0lt CPU 

2 1, A*8©2 2, RAM 2 3, S^gt2 4, fSft 

SE 2 5 2 6 ^ t i 9 fltfifc * tir is 5 , 12 

[0 0 3 7 ] CPU (Central Processing Unit ) 2 1 
RAM23FS|(75BI*bfeV^n^7A #f llWJc I - ft* 

U A^S«2 2^bA**ixa*aW**>5V>tt7 f - 20 
*£RAM2 3^ftftU r <D Ati^&XfAti^ - 

RAM 2 3ft^ftfSiH(^ 3e*i£B 2 4 

1"5c ^U, R AM 2 3 (-^« t/tMis*^A;ji 
ff2 2frbAJjiv-^£n%tmMB.2 5ft<Df$#5teWfc 

[0 0 3 8] CPU21B, tat577°!)^ 

v^ 3 ^p ^7Ai:s^< 77 0 y sr—iss ymm&mi 

i"5Kt-tt^ R AM2 3^©7^!l y^p / 5 30 

L"t\ Rfff£#^S:RAM2 3 rt^P&fiE^ r ^ y 2 

^u^MRtfrt* (tfffSE*^*) SrRS^U -Sbfci 

^RAM2 Zfy^U^^y 2 y y ¥ 2 3 cHy h 
(ON) LT% Bf^r^&^LfcgL PffiE^xs; 
^77^2 3c^ir^f (ON) £tlT l^H$CD^7:7 0 

y - v/ 3 y -f d ^ 5 A co «l a £ If f f * J ffi t i" 6 0 

[0 0 3 9] A*36ff3H, *-y^*-, Sc^A** 40 

^■SrCPU2CIH*1"5o 

[0 0 4 0] RAM (Random Accesss Memory ) 2 3 

ft, CPU2 lfrj:^ ^a^tiS^p^y^x-^* 

7° y <r-$/ 3 y&afcigfcs ^y^!)rt ltej 5 c 

*tea7r^W^!J2 3a, Ty"]) ^^a^n 
^7A^^U23 bXWBffftE^^iy ^Sr^7 ^V^-y 2 

3 c £ £ 0 BlfBiE^ r-f/M^!J23a ft, _h|B 

cpu 2 1 \z. £&T7 0) ) tr—i/z y^M{cmLxry a] ) so 



0-18 7433 

8 

7^/7^^^^ 2 3blt >f I— /i"£3xa7:/y 
lE^m^^^^y ^V^y 2 3 ctt, ±IBCPU2 1M 

L R O N S ti a Pf BE^* 31 v V $ y y ¥ & IMfrf" 6 fc 

[0 0 4 1] Jt^^S 2 4 l± s CRT (Cathode Ray Tu 
be) m^^Vmj&Zfrh^ CPU2 l^£>A^£tl£S* 

7*~*Sr**t* 5£ t tl-s _I:.|BCPU2 ltiO^tf 

[0 0 4 2] fSfS^H2 5tt, 7"P^7^r-^# 
^fefBlftSttTV^5ISlftjfi#2 6 ^LT^J , rcOfE 

* y £ ixr v ^ a o r (DtettKff 2 6 is tets^a 

^yAxr]<S3^v^x^{-mi-6^aTy 0 y ^—> 3 
[0043] ^(Z)fBfi^fr2 6(-tatti-a^n^ 

ft fellS4? S: ^ L T £ tt fc ffi ©WSSfflS \z. JblBf 6«ffif* 
TV^7 c p^7A, ^-^SrfflfiiajRSr^L-Cffiffli-a 

[0044] ftt, *n 2 commmmomi^nmi- 
a 0 

[0 0 4 5] ±fHCPU 2 1 tdj; 9 ^ff ^tlS77°y ^ 

[0 0 4 6] CPU 2 1(1, T^°y v-3 yfutfy 
J^tm^fltz.UmMW-2 6^GHtSC2 5}-i?^ h§ 

ixT > ^(?)77 0 y^v / 3y7 p p^7Aw-fy^h^ 

7^^^y 2 3 ciCflfliE^^^^^^y^^'fe^ b (O 
N) ^^LTV^a^S^^^^^^I"^ (^r^S3 
1) o RffliE^-^y^^^^^i?^ h (ON) $t^TV^ 
^777°S 3 7i:f|TU^y^ h-/WLfc 
T7°y ^-v^3 y7°P^7^(?)M^ItTL, BMiE^m 
ytffiyyifft-tyhZnx^^^ (OFF) 

RAM 2 3rt^fflffiH7 7^/^y 2 3a / ^ 

y ^ y 7(7)** ^B0£#-^^^«$ixTv^a^^d^^ 

xy^tS UrjyT'S 3 2) 0 

[0 0 4 7] R AM2 3 rt(DBfifftE7 7-Y U 2 3 a 



9 

V^aSr*l7i"5o RAM2 3rtC0BtfiE^r^^ 

[0 0 4 8] -t(7)K^/±JLfc#llf|iE#^— &LftV>» 
HtiE##iS— SLfcS^tt, RAM2 3j*K7)HtSE:7y^ 

/M^y2 3a xttflfe^^ * y ^ y t<t>5l* tuttE*-©- 

SrlW&L (7sf>77 c S3 5) N RAM 2 3 ft<7)Rf fiE^ 

3/^*75^*!) 2 3 c tffSSE^aiiy^ar7 9^Sr-fe 
y h (ON) -fS (^T77°S 36) 0 
[0 0 4 9] 2fcV>-C^ ^y7h^Hfc77°!j^y3 
V:/p^5i*|::J;5teffl&tt*TL (7ry7°S3 7) , 

[0 0 5 0] ELb£>J:5fc* 2 60^*60^^^ > 

[0 0 5 1 ] ffSffiftS^flB^ftM:* -t^BfffE^r 

^5rf-^^/^LT % |pj-^7^y '>3^d^7A 
(DftLfflSrRlffii Lfcfcft, 77°y^-7Hy7p^7^ 

[0 052] wjot, yy h $^TW-eftfe<wfcU 
mat, ffiyy? %%%ir%tm^h n , 

[0 0 5 3] b-^7ftttfflfBE7r>f/^ 

SriiLTU^fc*, R AM 2 3rt^BtftH^T-f ^2 



(6) 10-187433 

10 

f — ^ £ 6 H£ BE 7 r >f ^ © © 0 tH L £ BS l K L T fit 

is^. -if - ?> ii 6 r fc £ Kib-f a ^ t ifl # , psbe 

tf»Mi-J:577 0 y >3 y7°P^7A(/)W3 

[0054] & jo, ±?aB2oo»fi^ffi-ett > fftE7 

y 2 3 a«^ftLT, ^jE^t^S^Kftt^r^ 
10 [0 0 5 5] 

«3iaa»»w©iBttasE#KJ:jxtf, yy h^rs* 

h-^R$^^*TBf|iE#^-S^?l3g+§ lit, Bff 
SE^^KSffiPfifc^x^ 

[0 0 5 6] BI**2|E«^»W^1R^«»XWS»** 
a Sfftl:^^ y2ffiyy?&Wt&~tZ>fcft 

^FiE =3 bf- § ttfc T 7 C y ^r- v- s V y° u >f y A Ijffl 4r 

so [IliIi^ffi*?ilftfW] 

[|£|2] 1 <7)C PU 2 t i 9 ^T^ttS7y c y tr— > 

3 yi®)7P-ft - ho 

[[^13] ffl20)\feU9^^y?7Ty?i/syt&m<D 
[04 ] *3SM<^«^««Xr/iaig8t#:Sraffl Lfc^ 2 

<^> mm <n ^ ^ t° ^ - ^ ^ a 05 sfv^ sr^-r 

40 r/ny^gk 

[El 5] I40RAM2 3rt(7)^^-y«^Sr^i-B] 0 
[06] 84WC PU 2 1 ti *}%ff£tl£T-7)) tr— 

is a y^Mo^yv—^^— ho 
1, 20 pyta^-^y^r^ 

2,2 1 CPU 

3,22 xt^mw 

4, 2 3 RAM 
23a RffiE^T^ A-T^y 
50 2 3 b 7 7°y^V3y7°P^7A7 : t!j 



11 

2 3c BftE^^ V V ffiy 7 tf* ^ ]) 
5, 2 4 *^SS 

6 mm^^^v 



(7) 



* 7, 2 5 
8,2 6 
9,2 7 



IN. 



10-187433 

12 



1] 



[0 2] 



c p 



3 A> 



RAM 



* |M 



9 "\> 



u ^2 ; 




LA 5 



V 6 



7 s 7 



12 i*^^ 



1 1 

S ft Is) & 



S 1 



S 2 



S 3 



START 









-xxxx- 



3 



7r >^>-3 y 



YES 




N O 



END 



S 5 



[13] 



[05] 



S 2 1 



S 2 2 



S 2 3 



'PSSES-l-^ x u» £ 



(ret ) 













- ^ a 


> 7* o >7 ^ A 






7 _ y 



2 3 3 

2 3b 
2 3c 



S 2 4 



10-187433 




The English Computer Translation (provided by the JPO) of 
Japanese Laid Open Patent Publication No. 10-187433 



* NOTICES * 

JPO and INPIT are not responsible for any damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



JP,10~187433,A [CLAIMS] 



1/1 



* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]An electronic device which installs and uses an application program, comprising: 

A code information storage means which stored beforehand peculiar code information which said 

application program sets up peculiar code information, and is set as this application program. 

Peculiar code information set as the application program concerned when executing said application 

program. 

A discriminating means which distinguishes whether it is a thing with the regular application program 
concerned by comparing peculiar code information stored in said code information storage means. 
A control means which forbids execution of the application program concerned when said application 
program was not regular and it is distinguished as a result of this distinction. 

[Claim 2]An electronic device which installs and uses an application program, comprising: 

A memory measure which said application program has peculiar code information, and has a code file 

which memorizes code information corresponding to peculiar code information on this application 

program. 

A code information collation means which compares existence and said peculiar code information on a 
code file within said memory measure when said application program is started first, When a code file 
exists and code information is in agreement as a result of this collation, A control means which 
executes the application program concerned based on existence of setting out of said code finishing 
information when said code file is eliminated and said application program is started henceforth, while 
setting up code finishing information. 

[Claim 3]A storage which stored a program which can perform a computer, comprising: 

Peculiar code information set as the application program concerned when executing an application 

program. 

By comparing peculiar code information stored in a predetermined memory measure, A program code 
which can perform a computer for the application program concerned to distinguish whether it is a 
regular thing, A program code which can perform a computer for forbidding execution of the application 
program concerned when said application program was not regular and it is distinguished as a result of 
this distinction. 

[Claim 4]It is the storage which stored a program which can perform a computer, A program code which 
can perform a computer for comparing coincidence with code information that it is peculiar to 
existence and said application program of a code file memorized by predetermined memory measure 
when an application program is started first, and a result of this collation, When a code file exists and 
code information is in agreement, While setting up code finishing information, when said code file is 
eliminated and said application program is started henceforth, A storage storing a program containing a 
program code which can perform a computer for executing the application program concerned based on 
existence of setting out of said code finishing information. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the electronic device and storage which prevent the 

illegal copy of software. 

[0002] 

[Description of the Prior Art]In the computer system which installs and uses software, such as the 

conventional application program, the typical technique which is described below is taken as a copy 

prevention method which prevents the illegal copy of the software. 

** Format a master disk by a special file format, and prevent from creating a replica. 

** Rewrite the contents of the master disk at the time of installation of software, and keep the copy 

more than the number of times of specification from being made. 

** Input the password opened only to the registered user, when a password is not in agreement, the 
software does not operate, or keep continuation of installation from being possible at the time of 
installation of software. 
[0003] 

[Problem to be solved by the invention]However, since the master disk or the password suited under 
management of an end user if it was in the anti-copying method of such conventional software, there 
was a problem that a replica will be able to be easily created according to a user's morals. 
[0004]Namely, though formatted by the file format with a special master disk, When it is easy to copy 
to a disk besides with the format form, and to create a duplicated disk and it inputs a password, If a 
registered user teaches the others a password, it is easy for the others other than a registered user 
to install software by a master disk. 

[0005]For this reason, the above-mentioned conventional copy prevention method was not enough as 
the portion depending on a registered user's morals as a method of existing mostly and protecting 
software from an illegal copy. 

[0006]It is the problem of this invention having a specific password on both sides with the hardware 
side which installs software the storage side which stores software, and checking coincidence of a 
password on both sides at the time of installation, It is giving the setting-out authority of a password 
to the system side, making the contents of the password a user with disclosure, and preventing the 
illegal copy of software. 
[0007] 

[Means for solving problem]The invention according to claim 1 equips with the following the 
electronic device which installs and uses an application program. 

The code information storage means which stored beforehand the peculiar code information which 
said application program sets up peculiar code information, and is set as this application program. 
Peculiar code information set as the application program concerned when executing said application 
program. 

By comparing the peculiar code information stored in said code information storage means, The 
control means which forbids execution of the application program concerned when said application 
program was not regular and it is distinguished from the discriminating means from which the 
application program concerned distinguishes whether it is a regular thing as a result of this 
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distinction. 

[0008]By therefore, the thing for which it has a specific password on both sides with the hardware 
side which installs software the storage side which stores software, and coincidence of a password is 
checked on both sides at the time of installation. The setting-out authority of a password can be 
given to the system side, the contents of the password can be made a user with disclosure, use of 
the application program in other computer systems can be prevented, and the illegal copy of the 
software by a user can be prevented. 

[0009][0009]. Invention of** installs an application program and a claim prepares the following for 
use. 

Code file **** which said application program has peculiar code information, and memorizes code 
information corresponding to peculiar code information on this application program in a vessel. 
A code which compares existence and said peculiar code information on a code file within said 
memory measure with a memory measure when said application program is started first. 
When a code file exists and code information is in agreement a collation means and as a result of this 
collation, While setting up code finishing information, when said code file is eliminated and said 
application program is started henceforth, the application program concerned is executed based on 
existence of setting out of said code finishing information. 

[0010]Therefore, by the software side, have a code file containing a specific password and at the 
time of application starting. Since a flag checked [ code ] is only checked and setting-out authority of 
a password was given to the software side, Even if a password is known by user, use of an application 
program copied illegally can be prevented being able to use to input a password after installation as 
meaningless. 
[0011] 

[Mode for carrying out the invention]Hereafter, with reference to figures, an embodiment of the 
invention is described in detail. 

[0012](A 1st embodiment) Drawing 1 - drawing 3 are the figures showing the computer system of a 
1st embodiment that applied the electronic device and storage of this invention. 
[0013]First, composition is explained. 

[0014] Drawing 1 is a block diagram showing the important section composition of the computer 
system 1 of a 1st embodiment. In this drawing 1 , the computer system 1 is constituted by CPU2, the 
input device 3, RAM4, the display device 5, the code storing memory 6, the memory storage 7, and 
storage 8 grade, and each part except the storage 8 is connected to the bus 9. 
[0015]CPU(Central Processing Unit) 2, The application program specified out of the SHITEMU 
program memorized by the memory storage 7 and the various application programs corresponding to 
the system concerned is stored in the program storage area in RAM4 which is not illustrated, While 
performing various processing according to the application program which stored in RAM4 the various 
directions or data inputted from the input device 3, and was stored in the memory storage 7 
according to this input directions and input data and storing that processing result in RAM4, it 
displays on the display device 5. And the processing result stored in RAM4 is saved in the 
preservation destination in the memory storage 7 by which input directions are carried out from the 
input device 3. 

[0016]When CPU2 performs the application process based on the application program mentioned 
later, The password first stored in the code storing memory 6 beforehand at the time of installation 
of an application program, Coincidence with the password beforehand set to the application program 
side is checked, When coincidence is checked, it judges that he is a registered user and an 
application process is continued, when not in agreement, it judges that it is an illegal copy and an 
illegal copy message is displayed on the display device 5, and an application process is stopped. 
[0017]The input device 3 is provided with a cursor key, a number input key, a various function key, 
etc., and outputs a depression signal of a pressed key to CPU2. 

[0018]RAM(Random Accesss Memory) 4 forms a memory area which stores temporarily a program 
processed by CPU2 and data. The display device 5 is constituted by CRT (Cathode Ray Tube) etc., 
and it displays a message which shows that it is an illegal copy inputted on the occasion of an 
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application process performed by the above-mentioned CPU2 while it displays an indicative data 
inputted from CPU2. 

[0019]The code storing memory 6 is constituted by flash memory etc., and stores a password 
referred to when an application process is performed by the above-mentioned GPU2. A password 
stored in this code storing memory 6 is secretly stored in an end user beforehand, and makes access 
by a user improper. 

[0020]The memory storage 7 has a program, data **, or the storage 8 memorized beforehand, and 
comprises that this storage 8 is magnetic, an optical recording medium, or semiconductor memory. 
This storage 8 is a thing provided in the memory storage 7 fixed, or a thing with which it equips 
enabling free attachment and detachment, To this storage 8, data etc. which were processed with the 
above-mentioned system program and various application programs corresponding to the system 
concerned, a password check processing program, and each processing program are memorized. 
[0021 ]A program, data, etc. which are memorized to this storage 8, It may have composition received 
and memorized from other apparatus connected via a communication line etc., memory storage which 
equipped with the above-mentioned storage further other apparatus side connected via a 
communication line etc. may be formed, and it may have a program memorized by this storage 8 and 
composition which uses data via a communication line. 
[0022]Next, operation of a 1st embodiment is explained. 

[0023]An application process performed by the above-mentioned CPU2 is explained based on a flow 
chart shown in drawing 2 . 

[0024]If the storage 8 with which an application program was stored is set in the memory storage 7 
and installs the application program in RAM4, CPU2, First, a password (XXXX — ) beforehand set as 
this installed application program is read (Step S1), and password check function processing is 
performed (Step S2). 

[0025]Details of this password check function processing are explained based on a flow chart shown 
in drawing 3 . 

[0026]In password check function processing shown in drawing 3 , if developed by RAM4, a password 
(XXXX — ) beforehand set as an application program, A password stored in the code storing memory 6 
is read (Step S21), and it is distinguished whether a password set as the application program and a 
password read from the code storing memory 6 are in agreement (Step S22). Information on a purport 
that a password was in agreement when a password was in agreement is set up (Step S23), and it 
returns to Step S3 of drawing 2 , and when a password is inharmonious, a password sets up 
information on an inharmonious purport (Step S24), and returns to Step S3 of drawing 2 . 
[0027]After this password check function processing is completed, it returns to Step S3 of drawing 2 , 
and it is confirmed whether coincidence information on a password was set up, or nonconformity 
information was set up. he is a registered user when coincidence information on a password is set up, 
[judge and ] When installation processing of an application program is continued (step S4) and 
nonconformity information of a password is set up, It judges that an installed application program is 
copied illegally and a message which shows that it is an illegal copy is displayed on the display device 
5 (Step S5). 

[0028]And after ending processing by an application program in step S4, or after ending display 
processing of an illegal copy message in Step S5, this application process is ended. 
[0029]As mentioned above, in the computer system 1 of a 1st embodiment. When it has the code 
storing memory 6 which comprised a flash memory, a secret password is beforehand stored in this 
code storing memory 6 at an end user and an application process is performed, By checking 
coincidence with a password stored in this code storing memory 6, and a password set as an 
application program, Judging whether a set application program is a registered user's thing, and 
having judged [ which continues the application program / or or ] whether it would stop by the 
computer system 1 side A sake, Execution of an application program with which passwords copied 
illegally differ is avoidable. 

[0030]By therefore, a thing for which it has a specific password on both sides with the hardware side 
which installs software the storage side which stores software, and coincidence of a password is 
checked on both sides at the time of installation. Setting-out authority of a password can be given to 
the system side, a user can write the contents of the password with disclosure, use of an application 
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program in other computer systems can be prevented, and an illegal copy of software by a user can 
be prevented. 

[0031]Access by a user to the code storing memory 6 can be written as it is improper, a password 
can be prevented from preventing extraction of a password by a user and being known by user, and 
an illegal copy of an application program by acquisition of a password can be prevented. 
[0032]When a password stored in the computer system 1 and a password set as an application 
program are in agreement in a 1st embodiment, execution of an application program is written as it is 
possible, As for the system configuration, it is more effective to apply to a computer system etc. 
which comprised a general-purpose thing in order to perform specific processing of paperwork etc. 
for example. 

[0033]In a 1st embodiment, in order to prevent the illegal copy of software, stored the password in 

the code storing memory 6 which comprised a flash memory, but. The storing position of the 

password may be the same memory area as the memory area in the memory storage 7 with which 

software is installed, and the storing position in particular of a password is not limited. 

[0034](A 2nd embodiment) Drawing 4 - drawing 6 are the figures showing the computer system of a 

2nd embodiment that applied the electronic device and storage of this invention. 

[0035]First, composition is explained. 

[0036] Drawing 4 is a block diagram showing the important section composition of the computer 
system 20 of a 2nd embodiment. In this drawing 4 , the computer system 20 is constituted by CPU21, 
the input device 22, RAM23, the display device 24, the memory storage 25, and storage 26 grade, and 
each part except the storage 26 is connected to the bus 27. 

[0037]CPU(Central Processing Unit) 21, The application program specified out of the SHITEMU 
program memorized by the memory storage 25 and the various application programs corresponding to 
the system concerned is stored in the program storage area in RAM23 which is not illustrated, The 
various directions or data inputted from the input device 22 is stored in RAM23, While performing 
various processing according to the application program stored in the memory storage 25 according 
to this input directions and input data and storing that processing result in RAM23, it displays on the 
display device 24. And the processing result stored in RAM23 is saved in the preservation destination 
in the memory storage 25 by which input directions are carried out from the input device 22. 
[0038]When CPU21 performs the application process based on the application program mentioned 
later, A code file is installed simultaneously with installation of the application program of RAM23, A 
password is stored in the code file memory 23a in RAM23, and other memory areas, respectively, 
Compare the existence and the contents (password) of a code file at the time of starting of this 
installed application program, and when in agreement, the code check flag 23c is set in RAM23 (ON), 
After eliminating a code file, only when the code check flag 23c is set (ON), continuation of 
processing of an application program is enabled. 

[0039]The input device 3 is provided with a cursor key, a number input key, a various function key, 
etc., and outputs the depression signal of the pressed key to CPU2. 

[0040]RAM(Random Accesss Memory) 23, While forming the memory area which stores temporarily 
the program processed by CPU21 and data, The code file memory 23a, the application program 
memory 23b, and checked [ code ] flag memory 23c ** which are shown in drawing 5 as a memory 
area in connection with an application process are formed. Since the code file installed with an 
application program on the occasion of the application process by the above-mentioned CPU21 is 
stored, the code file memory 23a is used, Since the application program installed is stored, the 
application program memory 23b is used. Since the flag turned on when collation of the contents of a 
code set by the code file installed on the occasion of the application process by the above- 
mentioned CPU21 is in agreement checked [ code ] is stored, the flag memory 23c checked [ code ] 
is used. 

[0041 ]The display device 24 is constituted by CRT (Cathode Ray Tube) etc., and it displays the 
message which shows that it is an illegal copy inputted on the occasion of the application process 
performed by the above-mentioned CPU21 while it displays the indicative data inputted from CPU21. 
[0042]The memory storage 25 has a program, data **, or the storage 26 memorized beforehand, and 
comprises that this storage 26 is magnetic, an optical recording medium, or semiconductor memory. 
This storage 26 is the thing provided in the memory storage 25 fixed, or a thing with which it equips 
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enabling free attachment and detachment, To this storage 26, the data etc. which were processed 
with the above-mentioned system program and the various application programs corresponding to the 
system concerned, a password check processing program, and each processing program are 
memorized, 

[0043]A program, data, etc. which are memorized to this storage 26, It may have composition 
received and memorized from other apparatus connected via the communication line etc., The 
memory storage which equipped with the above-mentioned storage other apparatus side connected 
via the communication line etc. may be formed, and it may have program memorized by this storage 
26 and composition which uses, data via a communication line. 
[0044]Next, operation of a 2nd embodiment is explained. 

[0045]The application process performed by the above-mentioned CPU21 is explained based on the 
flow chart shown in drawing 6 . 

[0046]If the storage 26 with which the application program was stored is set in the memory storage 
25 and starts installation of the application program, CPU21, First, it is confirmed whether the flag 
checked [ code ] is set to the flag memory 23c in RAM23 checked [ code ] (ON) (Step S31). When 
the flag checked [ code ] is set (ON), When processing of the application program shifted and 
installed in Step S37 is continued and the flag checked [ code ] is not set (OFF), It is confirmed 
whether the password is stored in each of the code file memory 23a in RAM23, or other memory 
areas (Step S32). 

[0047]When the password is not stored in each of the code file memory 23a in RAM23, or other 
memory areas, It judges that the installed application program is copied illegally, shifts to Step S38, 
the message which shows that it is an illegal copy is displayed on the display device 24, and this 
application process is ended. When the password is stored in each of the code file memory 23a in 
RAM23, or other memory areas, it is confirmed whether read each of that password (Step S33), and 
each of that password is in agreement (Step S34). 

[0048]When each of that read password is not in agreement, it shifts to Step S38, a message which 
shows that it is an illegal copy is displayed on the display device 24, and this application process is 
ended. When each of that read password is in agreement, A password is deleted to each of the code 
file memory 23a in RAM23, or other memory areas (Step S35), and a flag checked [ code ] is set to 
the flag memory 23c in RAM 23 checked [ code ] (Step S36). (ON) 

[0049]Subsequently, after continuing processing by an installed application program (Step S37) and 
ending processing by the application program, this application process is ended. 
[0050]As mentioned above, in the computer system 20 of a 2nd embodiment. A code file which 
contains a password provided by an application program at the time of installation of an application 
program is set in RAM23, The code store file 6 needed by a 1st embodiment of the above is written 
as it is unnecessary, and it becomes possible to apply this invention also to a computer system of 
general composition. 

[0051]After collation of the contents of a code deletes the code file and password, checks only a flag 
checked [ code ], and writes processing of the same application program as it is possible, Once 
starting an application program, installation of an application program including a code file copied 
illegally can be eliminated. 

[0052]Therefore, by the software side, have a code file containing a specific password and at the 
time of application starting. Since the flag checked [ code ] is only checked and the setting-out 
authority of the password was given to the software side, Even if a password is known by the user, 
use of the application program copied illegally can be prevented being able to use to input a password 
after installation as meaningless. Use of the application program in other computer systems can be 
prevented like a 1st embodiment of the above, and the illegal copy of the software by a user can be 
prevented. 

[0053]In order that after the end of installation may eliminate a code file, it becomes meaningless 
[ access by the user to the code file 23a in RAM23 ], A password can be prevented from preventing 
extraction of the code file by a user and being known by the user, and the illegal copy of the 
application program by acquisition of a password can be prevented. 

[0054]It is also possible to invisible-file-ize the code file itself, or to encipher the code file memory 
23a, and to strengthen the measure against an illegal copy with a 2nd embodiment of the above. 
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[0055] 

[Effect of the Invention]According to the electronic device of the invention according to claim 1, and 
the storage of the invention according to claim 3. By having a specific password on both sides with 
the hardware side which installs software the storage side which stores software, and checking 
coincidence of a password on both sides at the time of installation. The setting-out authority of a 
password can be given to the system side, the contents of the password can be made a user with 
disclosure, use of the application program in other computer systems can be prevented, and the 
illegal copy of the software by a user can be prevented. 

[0056]According to the electronic device of the invention according to claim 2, and the storage of the 
invention according to claim 4, by the software side, have a code file containing a specific password 
and at the time of application starting. Since the flag checked [ code ] is only checked and the 
setting~out authority of the password was given to the software side, Even if a password is known by 
the user, use of the application program copied illegally can be prevented being able to use to input a 
password after installation as meaningless. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

"IThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 
[Drawing 1] The block diagram showing the important section composition of the computer system of 
a 1st embodiment that applied the electronic device and storage of this invention. 
[Drawing 2] The flow chart of the application process performed by CPU2 of drawing 1 . 
[Drawing 3] The flow chart of password check function processing of drawing 2 . 

[Drawing 4] The block diagram showing the important section composition of the computer system of 

a 2nd embodiment that applied the electronic device and storage of this invention. 

[Drawing 5] The figure showing the memory configuration in RAM23 of drawing 4 . 

[Drawing 6] The flow chart of the application process performed by CPU21 of drawing 4 . 

[Explanations of letters or numerals] 

1 and 20 Computer system 

2, 21 CPU 

3 and 22 Input device 
4, 23 RAM 

23a Code file memory 

23b Application program memory 

23c The flag memory checked [ code ] 

5 and 24 Display device 

6 Code storing memory 

7 and 25 Memory storage 

8 and 26 Storage 

9 and 27 Bus 
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